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Software Licensing
Brian Heller

Top 15 Legal 
Issues in SaaS 
Agreements (The 
Ultimate Guide to 
Negotiating SaaS 
Deals)

SaaS (Software as a Service) 
subscription arrangements are 
incredibly common these days. 
As hosting costs have come down 
and hosting reliability and stabil-
ity have gone up, choosing a SaaS 
model over traditional modes of 

software delivery, such as down-
loadable or “on premise” soft-
ware, is simply a smart business 
decision.

For vendors, SaaS offers 
greater protection of their intel-
lectual property (the customer 
never gets access to the software 
and source code), as well as 
more insight and control over 
how it is being used and an 
agile development process (with 
constant updating and improv-
ing capabilities). Customers 
prefer subscription services 
for their ease of use, efficiency, 

cost-effectiveness, and faster and 
easier implementation. In some 
situations, implementation is as 
easy as logging in, rather than 
downloading, installing, inte-
grating, etc.

And with continued innova-
tion in areas such as AI-powered 
applications and 5G edge com-
puting capability, SaaS solutions 
will undoubtedly continue gain-
ing popularity among tech-ori-
ented businesses. With this in 
mind, business teams on both 
sides of a SaaS arrangement may 
wish to sharpen their understand-
ing of the key legal issues associ-
ated with a subscription services 
agreement, particularly if they are 
to play any role in their company’s 
review or negotiation of a such 
deals.

Ultimate Guide to Legal Issues in SaaS Agreements

Common Vendor Preferences: Common Customer Preferences:

License Scope A narrow scope, limited to specified 
named users, to be used only internally 
within the customer entity. Standard 
license restrictions (e.g., no reverse engi-
neering, reselling, using competitively, 
etc.).

A broader scope, to include possible 
use by subsidiaries, affiliates and con-
tractors. Fewer license restrictions, 
that are fair and reasonable.

Payment Terms1 Payment in advance. Shorter payment 
terms (e.g., net 30 after invoice date). 
Right to charge interest and collection 
costs for late payments.

Payment in arrears. Longer payment 
terms with right to dispute payments 
in good faith (e.g., net 60 after receipt 
of undisputed invoice). Avoid inter-
est and penalties; or minimize their 
impact via a written notice require-
ment and cure periods before any 
interest or penalties can begin.

Service Level Agreement 
(SLA)2

Reasonable SLAs (if any). Include “com-
mercially reasonable efforts” standard, 
and manageable targets, as well as excep-
tions for things beyond vendor’s control 
(e.g., general Internet issues).

Robust SLAs, including a right to 
service credits or refunds for exces-
sive downtime, as well as a right to 
terminate after a certain number (or 
length) of incidents.

Use of Data/Data Rights Rights to use customers’ aggregated, ano-
nymized usage data, especially when such 
data is needed to train vendor AI.

Retain all rights to its data; or grant 
limited rights to vendor for the use 
aggregated and anonymized data 
only.
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Ultimate Guide to Legal Issues in SaaS Agreements

Common Vendor Preferences: Common Customer Preferences:

Data Privacy Addendum (DPA)3 Reasonable DPA that meets the require-
ments of applicable privacy laws.

DPA that requires prompt vendor 
notice (e.g., 48 hours) in the event of 
not only an actual security breach, 
but also any suspected or alleged 
security breaches; quick remedia-
tion (at vendor expense); termination 
rights for customer; and indemnity 
for security breach with either unlim-
ited liability or a higher “super-cap.”

Reps and Warranties Standard, but narrow, vendor reps and 
warranties, such as a representation that 
vendor’s services will substantially comply 
with the documentation.

Standard, but broader, vendor reps 
and warranties, e.g., that vendor will 
comply with applicable laws and 
industry standards, confidentiality 
and privacy protections, IP rights 
(non-infringement), etc.

Indemnities4 Offer only basic indemnities (e.g., non-
infringement), if any, to customer and 
include exceptions for modification or 
misuse of the Services. If possible, secure 
indemnities from the customer regarding 
its IP rights to any data or content being 
shared with vendor.

No indemnities given to vendor; or 
give indemnities with a narrow scope 
(and include exceptions for modi-
fication or misuse of your content 
or data). Robust indemnities from 
vendor (e.g., non-infringement, confi-
dentiality & privacy, injury to persons 
or property, arising from any material 
breach, etc.).

Limitation on Liability5 Limit vendor liability. May give a “super 
cap” for certain issues, like indemnity, IP 
violations, and confidentiality/privacy.

Uncapped vendor liability, if possible, 
especially for issues such as indemni-
ties, IP violations, and confidential-
ity or privacy breaches. May accept 
super caps if they are reasonable, 
based on the scope of possible harm, 
not necessarily proportional to the 
size of the deal.

Termination Rights Limited termination rights for the 
customer, and no obligation to provide 
refunds, or refunds only in very limited 
circumstances.

Broad termination rights (e.g., due to 
vendor breach, SLA failures, privacy 
issues, decrease in service features or 
functionality, chronic issues, and, if 
possible, for convenience); with rights 
to pro-rata refund, if possible.

Renewal6 Auto-renewals for reduced churn. Auto-renewal may be acceptable, but 
only with reasonable opt out dates 
for customer to avoid paying for an 
unwanted renewal term. (See Notice 
Periods below).

Notice Periods Preferred length of notice periods will vary.

Short notice periods (5-10 days) for 
things like your notice to customer for 
non-payment; and longer notice require-
ments for others such as customer’s 
notice to you (e.g., 60-90 days prior) to 
opt out of auto renewal.

Preferred length of notice periods and 
timelines also varies.

Shorter notice requirements for 
things relating to customer rights. 
Longer notice periods for any provi-
sions giving the vendor a right to 
pursue remedies against customer.
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The above comparison chart 
summarizes the top 15 legal issues 
in SaaS agreements from the per-
spectives of both vendors and 
customers. Additional insights 
for certain topics are provided in 
“read more” links in the footnotes. 
The above chart is intended to be 
a resource that you can review 
with your legal counsel.

Brian Heller is a Tech 
Transactional Lawyer (Digital & 
Social Media, SaaS, Ad Tech, etc.) 
for Outside GC (OGC), a different 
kind of law firm. (OGC is virtual, 
so it’s much more affordable, and 
all OGC lawyers have prior in-
house GC experience and/or expe-
rience in business roles.) Brian 
started his career with Shearman 

& Sterling in NYC, then Akin 
Gump in DC), then in-house in 
a variety of tech companies, and 
in Business Development and 
Corporate Development roles, 
including in a Private Equity 
owned startup, with a successful 
exit. https://www.outsidegc.com/
attorney/brian-heller
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Ultimate Guide to Legal Issues in SaaS Agreements

Common Vendor Preferences: Common Customer Preferences:

Insurance Vendor insurance requirements match 
scope of vendor’s current policies and 
would not require to you obtain incre-
mental or custom insurance for this 
transaction.

Vendor insured for general liabil-
ity, errors & omissions/professional 
liability, cyber liability, and work-
men’s comp. Plus, an umbrella policy 
and other applicable coverage based 
on circumstances (car, shipping, air, 
etc.).

Publicity Right to use customer’s name, and possi-
bly logo, in vendor marketing, or at least 
in list of customers.

Right to approve any use of cus-
tomer name or logos, including prior 
approval of use in lists of clients.

Assignment Vendor assignment rights only; customer 
cannot assign.

Mutual restriction of assignment, 
with a mutual exception for M&A 
activity or reorganizations.

Other If asked to sign customer template con-
tract, review for non-standard terms such 
as:
• Custom SLAs
• Unreasonable reps and warranties
• Excessive data security requirements

If asked to sign vendor template con-
tract, review for non-standard terms 
to avoid, such as: 
• Exclusivity7

• Non-solicitation clauses8

• Liens and security interests
• �Anything else unusual or 

non-standard.
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